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When making an important decision, program managers must
evaluate the risk of each alternative and weigh the trade-offs
between one type of risk and another. Program managers are
familiar with the concepts of risk analysis and assessment in such
areas as human factors, security, and accident prevention. The
risk-based approach provides traceable, manageable, and justifiable
methods for decision-making.

When acquiring large or complex software systems, program
managers can use this same risk-based approach to procure a
system that works correctly, is delivered on time and within
budget, and meets the needs of the organization. This approach
enables managers to assess specific problems or issues, rank their
relative importance, determine which have the greatest potential
for management, allocate resources appropriately, and monitor the
effectiveness of actions taken.

Perspectives of the Procurement Team. Each participant in a
software acquisition is likely to calculate risk differently. For
instance, the program manager who may be purchasing software
or software development services is concerned with meeting the
organization's goals and objectives, as determined by upper
management. Meanwhile, the software developer may view risk in
terms of specific contractual conditions, late access to a market
window, or an unprofitable level of maintenance effort [1].
Regulators, on the other hand, focus almost exclusively on
protecting workers and the public from unsafe products [2].
Therefore, it is imperative to understand where one fits in this
spectrum of risk perception, and to realize that one’s viewpoint
may not be shared by others involved in the software acquisition.



The software acquisition process should harmonize the differing
objectives or, at least, keep them in rational balance.

Factors that Influence Programmatic Risk. To accomplish the
programmatic risk reduction described above, the program
manager needs to understand the factors that influence both
software risk and program risk. Why? The same factors that
apply to the software development function can also apply to the
software procurement management function. This is because the
procurement operation provides the requirements that drive the
software developer; an unstable procurement operation results in
unstable demands upon the software developer, which translates
to increased programmatic risk.

During 1992 and 1993, Lawrence Livermore National Laboratory
(LLNL) carried out an investigation on behalf of the U.S. Nuclear
Regulatory Commission designed to isolate criteria which could be
used by regulators to assess the capability of organizations
producing software for safety-critical applications. Data were
obtained from a variety of sources, including world-renowned
experts, leading companies, software engineering standards and
the technical literature. The result is an organized list of “design
factors” whose presence provides useful information on the
capabilities of software developers. The factors were divided into
four graded categories. The first (mandatory positive factors) and
last (negative factors) are summarized here; see [3] for additional
information.

Seven design factors are considered mandatory; the lack of any
one of these factors may be considered sufficient grounds for
rejection of a software product. These factors are:

• High-quality management and technical personnel.

• The use of configuration management.

• The existence of clear, stable and validated software
requirements.

• The use of independent (of the developers) verification and
validation (including testing).

• The use of a formal life cycle for product development.



• Traceability from system requirements and design, through
software requirements, software design, code and validation
testing.

• The use of hazards analysis and risk analysis to guide
software development.

Nine factors were identified whose presence should be cause for
caution, or more thorough scrutiny. These negative factors are
indicators of an organization in trouble.

• High staff turn-over.

• A history of projects being driven by schedule rather than
quality.

• Lack of a sufficiently long organization process history.

• Management which cannot (or does not) enforce stable
requirements.

• A history of management’s estimates of product reliability
greatly exceeding what can be measured or proved.

• A history of failing to meet predicted cost, schedule, and
quality goals for products.

• A history of failing to track errors and determine root
causes of defects.

• An underfunded development effort.

• A corporate culture that discourages problem-reporting by
employees (“kill the messenger” syndrome).

Fortunately, management of the procurement team is within the
program manager’s control, and may represent the single, most
effective risk management tool available for reducing
programmatic risk. The design factor study done by LLNL, with
slight modifications to adjust the findings to a software
procurement operation, should be a valuable management tool for
program managers.

An extensive compendium of LLNL’s work on software reliability
and software risk factors is available in Adobe Acrobat format at
http://nssc.llnl.gov/FESSP/CSRC/CSR.html. LLNL references
listed below can also be found there. Please contact Gary Lynn



Johnson, johnson27@llnl.gov, or the authors
(preckshot1@llnl.gov, jones37@llnl.gov, or lawrence2@llnl.gov)
for more information.
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